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A Look Back at
2010
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t* We would like our Members to be extra careful with your e-mail and on-line shopping this holiday @
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«‘: season. There has been an increase in scam spam over this past month and some look very legit to {‘3
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Part-Time/Extra Cash Fake Gift Cards

Twitter scams offer dangerous links to high-paying,
work-at-home jobs that ask for your personal informa-
tion, such as your e-mail address, home address and
social security number to apply for the fake job.

Low Price Traps

Some on-line shoppers should be cautious of prod-
ucts offered at prices far below competitors. Scam-
mers commonly use auction sites and fake websites
to offer too-good-to-be-true deals with the goal of
stealing your money and information.

Suspicious Holiday Rentals

During peak travel times when consumers often look
on-line for affordable rentals, cyber-scammers post
fake holiday rental sites that ask for down payments
on properties by credit card or wire transfer.

Cyber-scammers use social media to promote fake
gift card offers with the goal of stealing consumer’ s
information and money, which is then sold to mar-
keters or used for ID theft.

“Help | 've Been Robbed “ Scams

This travel scam sends phony distress messages to
family and friends requesting that money be wired
or transferred so that they can get home.

Hotel and Airport Wi-Fi

During the holidays many people travel and use free
Wi-Fi in places like hotels and airports. This is a
tempting time for thieves to hack into networks hop-
ing to find opportunities for theft.
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